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ABSTRACT

Evaluating battle damage after conducting an attack on selected targets during warfare is essential. However, regarding the
assessment of battle damage caused by cyber-attacks, some methods available under limited circumstances have been
suggested so far. Accordingly, this paper suggests a militarily applicable, comprehensive, and specific method of battle
damage assessment from battle damage assessment methods in combat assessment theories from the understanding of
cyberspace. By using cyberspace components, this paper classifies cyber targets, suggests the assessment methods of data
damage, social cognitive damage, derived damage, and the existing battle damage assessment methods such as physical
damage, functional damage, and target systems, and provides an example to demonstrate that this method is applicable to
the actual past cyberattack cases.
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1. Commander’s
Objective, targeting
guideline, and intent

6. Combat
assessment

2. Target
development and
prioritization

3. Capabilities
analysis

5. Mission
planning and
force execution

4. Commander’s
decision and
force assignment

Fig. 1. Joint Targeting Cycle(8)
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Fig. 2. Battle Damage Assessment(8)
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Table 1. Three elements of security and BDA(9)

Classifi- | Confiden- Intesrit Availabi-
cation tiality sty lity
Protection
from . Available
random Protection
.. whenever
Defini- exposure, from rightful
tion access of | unauthorized & i
only changes users
authorized want
personnel
. Data, File, System,
Object system data file, data
Open to
the public, | Falsification, delay,
Damage .
exposure, | destruction | unusable
leakage
Physical Physical
Derived and and
BDA damage functional | functional
damage damage
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Table 2. Components of cyber space and BDA(10)

Domain Component Example Damage type Security-related BDA Derived
element damage
Physical Server, | Confidentiality, | Thvsical and
network Destruction e functional
network . availability
) equipment damage
Physical : =
Geographical . Destruction, Con 1.dent.1{1 1ty Physical
Location . availability,
element extinction . . damage
Integrity
Logical Function halt,| Availability, | Fpysical and
Protocol . . . functional
network degradation, integrity
damage
Logical Operating . , - . .
Function halt, | Confidentiality, | Physical and Derived
Software system, . [ . q
logic Application degradation availability, functional a'mlage
malfunction integrity damage (Individual,
program X
corporate,
Advertisement, Social-cognitive natiopal
General data | broadcasting, | Falsification Integrity g security)
damage
announcement
Data - - —
Critical/secret Corp(.)r'atg and Deletlop, COHfl?ientll.ahty, Derived
Military exposure, availability,
Data P . . damage
secrets falsification integrity
Virtual and Exposure, Confidentiality, |Social-cognitive
Character . . A
real characters disguise availability damage
Social Ex . ST
. posure, Confidentiality, s o
Social SN'S Falsification, | availability, | COalcosnitive
activity . . . . damage
disguise integrity
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Table 4. Cyber targets and BDA(12)
Attack Damage Relevant Mili- BDA Recgpe— R?Cgpe_
object type Content domain tary method ration ration
/civil method time
The network function is
Complete
completely down and
halt s
unusable until its recovery.
The network function is . Physical Replac-
. . L. Physical and Hours
Net- Interruption down during a certain time . ement,
. and Both | functional . ~
work and unusable until its recovery. . repair,
logical damage, dversion days
Processing time is delayed cost
Dela due to excessive process
y input against the network
bandwidth.
The working speed of the
system considerably
. decreases and its overall
Degradation
performance (e.g.,
accuracy of information
production) declines. Physical
Certain or all functions of | Physical and Replac- Hours
System the system are down, and Both | functional ement, ~
Interruption | during a certain time or a | logical damage, repair months
period of time, and cost
unusable until their recovery.
Unexpected unknown
Unauthoriz- | results occur due to what
ed use is inserted (e.g. a program)
by an intruder in the system.
Deletion General/critical/secret
data are deleted by attack.
General/critical/secret Influence. | FEowy. Hollrs
Data Alteration data are randomly Data Both cost " | replac- Unreco
changed by attack. ement
verable
Leakage Critical/secret data are
g randomly leaked by attack.
Situations of excessive
) . disorder occur due to Days
Social Turmoil cyber-attack, fake news, ] Indirect | Stabili- ~
Ciig()rz_ and groundless rumors. Social | Both | . 4. ior | zation unreco-
Terror Increased social turmoil verable
leads to a situation of terror.
Individual Getting out of residence,
damage treatment, death, other
& pecuniary losses Compe- Days
Deriv- - - Real Civil Cost nsation, ~
ation Stock price fluctuation, world V1 08 Stabiliz- | unreco-
Corporate increase and decrease in ation verable
damage sales, brand value
fluctuation, bankruptcy
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Table 5. Network damage assessment

Classifi-
cation

Content

Damage standard

Civil

Military

Physical

Complete
destruction

damage

Partial
destruction

Replace-
ment cost

Functional

Complete
halt

damage

Partial halt

Degradation

Cost of
repair,
replace-
ment

Operat-
ing rate
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Modification, Fabrication, Interception¥} A

Table 6. System damage assessment

Classifi-

Damage standard

ti Content
canen Civil Military
Complete
Physical | destruction | Ropjace-
damage Partial ment cost
destruction
Complete
halt Opel-at,
Partial ing rate
Functional halt patch/
damage reln;ta—
Degradation | llation

Malfunction
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Turmoil | .gearch word service
Deletion Influe- Social- of pyortal sites
nce s - Area, search word,
cognitive . .
Data Alterati Cost damage r.anklng, period of
damage eration 08 time .
Terror ‘News and article
Leakage analysis
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Table 9. Derived damage assessment

Damage standard

('jlas.sﬁ* Content
ication Civil Military

Individual
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(Getting out of
residence,
stockpiling
daily necessities,
financial
transaction
restriction,
bankruptcy,
treatment,

Derived
death, etc) Cost -

damage

Corporate
damage
(Increase and
decrease in
sales and stock
price, brand
value fluctuation,
bankruptcy,
business
closure, etc)
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Cyber Battle Damage Assessment

(" Network damage assessment / \
- Decreased operating rate by O%

due to the failure of router

{____(About KRW O hundred million)

- System damage assessment
- Decreased operating rate of O
system by O%
(About KRW O billion)
("+ Data damage assessment
- Obtained a total of O personal

o
EQQO{NO,{

+ Derived damage
assessment

- Increased theft due to
the incapacitation of
crime prevention facility

- Temporarily business
restriction

N S . - Financial transaction
information including government restriction
employee

\___ (About KRW O billion) (o S0y funeed

+ Social-cognitive damage assessment
- O tweets per day related to cyber

-attacks on Twitter K /

+ Target system assessment

- O % reduction in administrative capacity of OO city
(Total damages of KRW O billion)

Fig. 4. Cyber Battle Damage Assessment
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Table 10. Application of BDA

Qlas'sﬁf Content of attack Battle damage assessment
ication
‘Network damage : None
-System damage
- DDOS attacked websites: 8
From 25 June to 1 (0% operating rate as of O oclock, About KRW O hundred million)
X - Destroyed system hard disks : 150 (About KRW O billion)
July, 2013, servers of . L L
broadcasting and - Estimated recuperation time: O days
HeWSPADer companies ‘-Data damage @ About KRW OO billion
p_ P P - Websites having homepage data falsified: 47
were destroyed, . . ; -
- Personal information leakage : 3.04 million
6.25 homepages of the Blue . . ) .
. -Social-cognitive damage: turmoil
cyber House, the Office of -
. - Relevant Tweets: O ten thousand per day
terror Government Policy ] .
L - Relevant Internet news: O per day
Coordination, and so on . .
] - - Search words on large portal sites (e.g. Naver): DDOS, etc.
were falsified, and . .
were ranked O in search words and placed within the top 10
DDOS attack occurred
. . for O days.
to National Computing . . .
) ‘Derived damage: Inconvenience.
and Information Agency | .
Target system assessment
- 84% operating rate as of July 4 in the broadcast, media and
government function
- Total damages of KRW OO billion
342 AOIHMEIHEI HE 3, ARE|IAA FE, ey FAA IER st
T ol% FHFomN TAAARNE Sasie gt
oA FpAel| A Ate]uFA Aleel| s} & Faralan). o]= Esle] 17k AgHdelw A2z}
of ¥ welA Al ARG WS AL olgwl AolulgalAl ] AE o} uketo] nr} o
o Aatdls 2013 AIRE 6.25 Aelufdle] A otz GO o]Told Ao s}, mat
Ao g Bitow A== dAH o3 $-2]9 2 m=elMs 224l AR e Hr) weks AlAE
WE, AR, AV A1) FAS BB AEA FA aAw GF 4 HEE w9 Aasws)
s zeld F8le Table 10.7 o] Eso]~] olo] sElwlo] B} Awak Apo]w A La)o] 7P
W7 A2d" gz AR §& AR ]il—oﬂ gk 2 sof 3 Aot}
DDOSEALR oIk 7]5vH] ol °l\‘+ J(16)
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